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Abstract—The proliferation of Internet of Things (IoT) devices and resource-constrained embedded 

systems has necessitated the development of efficient cryptographic solutions. This paper presents a 
comparative analysis of lightweight block cyphers, including PRESENT, SIMON, SPECK, and LED, 

against the conventional AES-128 standard. Evaluations include power consumption, memory usage, 
execution time, and security strength on 8-bit and 32-bit microcontrollers. Results indicate that PRESENT 
achieves 42% lower power consumption than AES-128 on 8-bit systems, while SPECK demonstrates 

superior energy efficiency across platforms. The findings guide cypher selection in constrained embedded 
environments. 
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I. INTRODUCTION 

The rapid expansion of Internet of Things (IoT) ecosystems introduces significant security challenges 
for resource-limited devices. By 2025, more than 75 billion IoT devices are expected to be deployed 
globally [1]. Many such devices operate with strict constraints on memory, energy, and computational 
capability, making traditional cryptographic algorithms like AES inefficient for embedded systems [2]. 

Lightweight cryptography addresses these limitations by offering block ciphers optimized for low 
power and limited hardware resources [3]. The challenge lies in balancing efficiency and security. This 
research analyzes multiple lightweight block ciphers under realistic operating conditions. 

A. Motivation 

Devices such as smart meters, sensors, and medical implants require secure communication but operate 
on tight power budgets. Inefficient cryptographic choices may lead to rapid battery drain or increased 
hardware cost [4]. Comprehensive comparative research on lightweight ciphers is needed to guide real-
world deployment. 

B. Contributions 

This paper contributes: 

1. Comparative performance analysis of five block ciphers on embedded platforms. 

2. Hardware-based power consumption evaluation. 

3. RAM/ROM footprint comparison. 

4. Recommendations for cipher usage based on constraints. 

5. Open-source framework for reproducible testing. 
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II. RELATED WORK 

Lightweight cryptography became prominent in 2007 with the introduction of PRESENT [5], a 
hardware-efficient 64-bit block cipher. SIMON and SPECK were later proposed for hardware- and 
software-optimized performance respectively [6], though debates regarding their security transparency 
persist [7]. 

Previous works include hardware-focused comparisons [8] and software performance analysis on ARM 
processors [9]. However, many lack integrated power measurement or holistic evaluation. This paper 
addresses these gaps. 

III. BACKGROUND ON LIGHTWEIGHT BLOCK CIPHERS 

A. AES-128 

AES-128 is a widely used 128-bit block cipher and our baseline algorithm [10]. While secure, its 
computational and memory cost make it less suitable for constrained devices. 

B. PRESENT 

PRESENT is a 64-bit lightweight block cipher with 31 substitution-permutation rounds using a 4-bit S-
box [5]. Designed for hardware efficiency, it remains one of the most area-efficient ciphers. 

C. SIMON and SPECK 

The SIMON/SPECK cipher families provide flexible block/key sizes [6]. 

 SIMON: hardware-optimized using basic logic operations. 

 SPECK: software-optimized ARX (addition-rotation-XOR) design. 

Both offer strong performance across microcontroller platforms. 

D. LED 

LED is based on an AES-like round structure but optimized to reduce key schedule complexity and 
hardware footprint [11]. 

 

IV. EXPERIMENTAL METHODOLOGY 

A. Hardware Platforms 

Two representative embedded platforms were used: 

1) ATmega328P (8-bit MCU) 

 16 MHz clock, 2 KB RAM, 32 KB Flash 

2) STM32F407 (32-bit ARM Cortex-M4) 

 168 MHz clock, 192 KB RAM, 1 MB Flash 

B. Implementation Details 

Implementations were written in C with -O2 optimization. Each cipher was tested using official test 
vectors for validation. 
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C. Evaluation Metrics 

Metrics include: 

 Power consumption (Keysight N6705B) 

 ROM/RAM usage 

 Execution time 

 Throughput 

D. Test Scenarios 

Three operating scenarios were evaluated: 

1. Single block encryption 

2. Continuous stream encryption 

3. Reduced clock frequency operation 

 

V. RESULTS AND ANALYSIS 

A. Power Consumption 

TABLE I 
AVERAGE POWER CONSUMPTION (mW) 

Cipher ATmega STM32 

AES-128 82.4 245.6 

PRESENT 47.8 156.3 

SIMON-64/128 51.2 168.9 

SPECK-64/128 49.6 162.4 

LED-64 54.3 178.2 

PRESENT provides 42% lower power consumption than AES-128 on ATmega328P. 

B. Memory Footprint 

TABLE II 
MEMORY FOOTPRINT 

Cipher ROM (ATmega) RAM (ATmega) 

AES-128 3248 352 

PRESENT 1856 168 

SIMON 1624 144 

SPECK 1488 136 

LED 2112 196 

SPECK requires the least memory. 
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C. Execution Time & Throughput 

TABLE III 
ENCRYPTION TIME VS. THROUGHPUT 

Cipher Time (ATmega, µs) Throughput (Kbps) 

AES-128 284.6 719 

PRESENT 196.3 522 

SIMON 168.7 607 

SPECK 142.4 719 

LED 223.8 458 

SPECK delivers the fastest performance on both platforms. 

D. Energy Efficiency 

TABLE IV 
ENERGY PER BIT (nJ) 

Cipher ATmega STM32 

AES-128 183.2 24.6 

PRESENT 146.4 20.5 

SIMON 134.8 18.2 

SPECK 110.2 13.2 

LED 189.7 27.0 

SPECK is the most energy-efficient cipher. 

E. Security Considerations 

Security levels: 

 AES-128: 128-bit security [10] 

 PRESENT: 80/128-bit [5] 

 SIMON/SPECK: no practical attacks but debated [6], [7] 

 LED: 64/128-bit [11] 

 

VI.  CONCLUSION 

Lightweight block ciphers provide significant advantages for low-power embedded systems. SPECK 
demonstrates superior energy efficiency, while PRESENT offers strong hardware-level optimization. 
SIMON is optimal for ultra-constrained platforms, and AES-128 remains suitable for high-security 
environments. 

The results support the adoption of lightweight cryptographic solutions for IoT ecosystems and 
embedded applications where security and performance must coexist with strict resource constraints. 
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