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ABSTRACT In recent years, health records have become a growing concern due to data breaches, inconsistent formats, and a 

lack of unified systems. This paper introduces a blockchain-based solution to give patients more authority over their health 

information. The system enhances privacy and security using smart contracts and encryption, ensuring that sensitive medical data 

is only accessible to authorized users. By applying blockchain's decentralized nature, the approach also streamlines data sharing 

between healthcare providers without compromising data integrity. In addition, it reduces administrative overhead and promotes 

transparency in record access. This study explores practical use cases and identifies current limitations, laying the groundwork 

for further innovation in health data management through blockchain technology. 

 
INDEX TERMS Blockchain, health records, patient empowerment, data security, interoperability, 

cryptographic techniques, smart contracts, decentralization, data integrity, healthcare efficiency. 
 

 
I. INTRODUCTION 

The growing use of IoT in healthcare has transformed how 

patient monitoring and medical data collection occur. This has 

given rise to the Internet of Medical Things (IoMT), where 

smart medical devices exchange data to support quicker, more 

informed decisions. Despite its promise, this technology also 

brings concerns about security, since interconnected systems 

may expose sensitive information if not properly safeguarded 

[1]. Although digital advancements have significantly 

improved healthcare delivery, they also expose the system to 

cybersecurity threats. Poorly protected networks may serve as 

entry points for unauthorized access, emphasizing the need for 

stronger security protocols across connected healthcare 

infrastructures. Without proper safeguards in place, these risks 

could jeopardize both patient data and the continuity of care 

[2]. Keeping medical records in digital form has made things 

faster and more organized in healthcare. However, when 

different hospitals or clinics use systems that don’t work well 

together, it becomes hard to share information smoothly. This 

often causes slow communication, repeated tests, and extra 

effort for both patients and doctors [3]. Blockchain is a system 

that saves data across a shared network instead of relying on a 

central location. Each entry is linked in a way that prevents it 

from being changed secretly, which makes the entire process 

more transparent and trustworthy [4]. A reliable authentication 

process plays a key role in keeping sensitive data safe in 

healthcare systems. It works by confirming the identity of 

users before allowing access and helps prevent anyone from 

making changes without proper permission, ensuring both 

security and data integrity [5]. Digital health systems have made 

medical data more accessible, but they often create isolated 

pockets of information. These data silos slow down the 

exchange of information between providers and prevent 

patients from receiving complete, coordinated care across 

multiple healthcare facilities [6]. Blockchain offers a way to fix 

this problem by allowing patients to actively manage who can 

see their health records. Rather than storing all information in 

one central place, this approach lets individuals approve or deny 

access to their medical data. It builds trust by making the 

process more open and putting patients at the center of data- 

sharing decisions [7]. The escalating incidence of cyber threats 

targeting the healthcare sector has heightened the urgency of 

safeguarding patient information. Given the high value of 

medical data, any breach can lead to significant repercussions, 

including financial losses, legal penalties, and damage to the 

reputations of both patients and healthcare providers [8]. 

Blockchain’s distributed structure helps reduce the chances of 

data tampering by recording every transaction across a secure 

network. Since each record is linked and verified, any attempt 

to alter data becomes visible and traceable, adding a strong 

layer of protection [9]. Many healthcare organizations still 

struggle to connect their systems, making it difficult to share 

medical records efficiently. Without proper interoperability in 

place, doctors may not have access to all the information they 

need, which can affect treatment decisions and delay patient 

care [10]. A decentralized network like blockchain can help 
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solve these problems by serving as a unified, transparent, and 

reliable ledger. When records are stored this way, different 

healthcare providers can access consistent and updated 

information easily, improving collaboration and care outcomes 

for patients [11]. By using smart contracts, healthcare systems 

can automate access controls and simplify routine 

administrative tasks more efficiently. These digital contracts 

follow preset rules to determine who can view, edit, or share 

patient data, reducing delays and the chances of human error 

during record handling [12]. Having accurate medical records 

is critical to keeping patients safe. When information is 

missing or has been changed without proper tracking, it can 

lead doctors to make wrong decisions about treatment or 

diagnosis. That’s why health systems must focus on keeping 

data complete, consistent, and protected from tampering [13]. 

Blockchain strengthens data reliability by making each update 

traceable and irreversible. Once a record is added, it becomes 

part of a permanent chain, which can’t be edited without 

leaving clear evidence of the change. This builds 

accountability into the system [14]. Patients are becoming 

more engaged in their care and want to know how their data is 

used. They expect to be informed about who is accessing their 

records and want the ability to give or withdraw consent when 

needed [15]. With blockchain, patients can receive real-time 

updates about who accessed their data, when it was accessed, 

and for what reason. This kind of visibility not only empowers 

them to make more informed choices about their care but also 

encourages providers to handle information more responsibly 

and ethically [16]. In large-scale emergencies like pandemics, 

fast access to reliable medical data becomes absolutely critical 

for timely response. However, traditional systems often fall 

short when quick data exchange between countries, 

institutions, and healthcare teams is required, especially during 

high-pressure or resource-limited situations [17]. Blockchain's 

decentralized framework enables swift and secure data sharing 

across multiple regions. By transparently documenting all 

transactions, healthcare organizations can rely on real-time 

information during crisis situations, thereby improving 

decision-making, operational efficiency, patient outcomes, 

and resource management. This holistic approach fosters a 

more effective and coordinated response to healthcare 

emergencies [18]. In clinical research and pharmaceutical 

development, maintaining data integrity is a top concern. 

Compromising clinical trial results or losing track of drug 

batches can lead to serious consequences, including patient 

harm, regulatory penalties, loss of public trust, and financial 

setbacks [19]. Blockchain technology addresses these 

challenges by meticulously tracking each phase of the 

healthcare process, from initial research to final delivery. This 

comprehensive tracking ensures transparency in data recording 

and facilitates independent verification, thereby enhancing the 

safety and accountability of healthcare systems [20]. 

The Primary Contributions of Our Proposed Study: 

 A blockchain-based healthcare record management system 

is developed, integrating AES encryption to enhance 

security, ensuring patient-controlled data access, and 

preventing unauthorized modifications. 

 A decentralized architecture is implemented using 

blockchain to securely store encrypted health records, 

eliminating data tampering risks and improving system 

transparency and trust. 

 A proxy-invisible condition-hiding proxy re-encryption 

scheme is introduced, enabling secure keyword search over 

encrypted medical records while maintaining strict access 

controls. 

 Smart contracts are employed for automated access 

control, allowing patients to grant or revoke permissions 

dynamically, ensuring compliance with regulatory 

frameworks like HIPAA and GDPR. 

 The proposed system is evaluated against traditional 

electronic health record (EHR) management techniques, 

demonstrating superior security, privacy, and efficiency in 

handling patient data while ensuring real-time controlled 

access. 

The rest of the paper is organized as follows: Section 2 gives 

the related work. Section 3 describes the proposed methodology 

in detail. Section 4 discusses the implementation details. 

Section 5 gives the experimental results with comparisons to 

the state-of-the-art methods. Section 6 concludes with some 

future directions. 

 
II. LITERATURE REVIEW 

As healthcare systems adopt more advanced digital solutions, 

the management of medical records has become both more 

efficient and more complex. Alongside the benefits of faster 

access and improved coordination comes the pressing need to 

address concerns around patient data privacy, secure access, 

and seamless information exchange. Blockchain has emerged 

as a strong candidate to support these goals through its 

decentralized data handling and tamper-proof features. 

An early step in this direction was made by Yasnoff et al., who 

explored an alternative to centralized medical databases. Their 

design aimed to boost access speed and reduce vulnerability to 

data breaches. However, it didn’t offer patients the ability to 

directly control who could view or manage their personal 

records, keeping access permissions largely in the hands of 

medical institutions. 

To provide a more privacy-focused approach, Yang et al. 

developed a healthcare system that incorporated encrypted 

search capabilities. Their framework gave patients the power to 

decide who could access their data, while still allowing doctors 

to perform safe searches. Despite its advantages in safeguarding 

patient privacy, the system struggled with performance when 

scaled, due to its high computational requirements. 

Further innovations in encrypted data querying came from 
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Boneh et al., who introduced a method known as Public Key 

Encryption with Keyword Search (PEKS). This allowed 

encrypted files to be searched without revealing their contents. 

Abdalla et al. later enhanced this concept, adapting it for 

greater efficiency and real-world usage. However, neither 

approach fully resolved issues of speed and scalability needed 

for high-demand medical systems. 

A more comprehensive model was proposed by Gohar et al., 

who integrated blockchain with IoT and cloud services to 

create a patient-centered solution. Their system applied smart 

contracts to manage access control and aligned with legal 

frameworks such as GDPR and HIPAA. While this design 

showed promise, it faced hurdles in supporting high 

transaction volumes without performance drops. 

Daraghmi et al. followed a similar path by introducing 

MedChain, a blockchain-based system for exchanging medical 

records across institutions. It emphasized data integrity and 

transparency, using smart contracts to handle permissions. 

Nonetheless, as the network expanded, it encountered 

bottlenecks due to increased traffic and processing delays. 

In situations where urgent access to medical data is critical, 

Rajput et al. introduced the Emergency Access Control 

Management System (EACMS). This setup allowed for 

predefined access rules to be activated during emergencies, 

providing authorized personnel with timely access to life- 

saving information. While practical, it posed ongoing 

challenges in balancing speed with patient confidentiality. 

Liu et al. tackled the issue of interoperability by creating a 

hybrid model that linked conventional EHR platforms to 

blockchain networks. Their solution used smart contracts for 

automating permissions and improving communication 

between systems. Still, integrating older, centralized systems 

with decentralized networks proved technically difficult and 

limited the system’s overall efficiency. 

 
Summary of Methodologies used: 

1. Blockchain-Based Data Encryption 

Researchers such as Yang et al. (2023) and Boneh et al. 

(2020) implemented encryption schemes to protect health 

data stored on distributed networks, ensuring 

confidentiality and privacy preservation. 

2. Smart Contract-Driven Access Management 

Solutions proposed by Rajput et al. (2021) and Daraghmi 

et al. (2020) relied on smart contracts to automate user 

permissions and enforce data governance rules in real 

time. 

3. Privacy-Preserving Search Capabilities 

Baek et al. (2021) and Abdalla et al. (2022) developed 

mechanisms for conducting secure keyword searches over 

encrypted records without exposing sensitive information. 

4. Emergency Data Access Protocols 

Systems designed by Rajput et al. (2021) and Gohar et al. 

(2022) introduced role-based access during emergencies, 

allowing authorized personnel to retrieve data while 

maintaining compliance. 

5. Interoperability with Legacy Systems 

Liu et al. (2023) and Daraghmi et al. (2020) worked on 

frameworks that connected traditional EHR platforms to 

blockchain networks, facilitating data exchange across 

healthcare systems. 

6. Blockchain with IoT and Cloud Infrastructure 

Gohar et al. (2023) and Yasnoff et al. (2021) created 

integrated models combining IoT, cloud storage, and 

blockchain, aiming to improve real-time patient 

monitoring and data security. 

The reviewed literature showcases a diverse range of 

blockchain-based strategies aimed at addressing critical issues 

in healthcare record management. These include efforts to 

protect patient privacy, enhance data sharing, automate access 

permissions, and support system interoperability. Despite 

meaningful progress, challenges persist—particularly in scaling 

blockchain applications to support high-volume clinical 

environments, integrating legacy healthcare infrastructure, and 

providing fast yet secure emergency access. Future directions 

may involve leveraging artificial intelligence for dynamic 

access control, adopting lightweight encryption protocols, and 

exploring multi-chain architectures for better performance and 

flexibility in healthcare data systems. 

 
III. PROPOSED METHODOLOGY 

This section proposes the methodology to be followed for 

blockchain-based healthcare record management. It details the 

architecture, encryption techniques, access control 

mechanisms, and the integration of blockchain technology for 

securing patient health records (PHRs). The methodology 

involves the use of AES encryption, proxy re-encryption, smart 

contracts, and a decentralized cloud storage model. The 

proposed system ensures patient-controlled access, data 

privacy, and secure retrieval of medical records. 

 
A. Preprocessing and Data Encryption 

 
Preprocessing is necessary to prepare patient medical data for 

secure storage and controlled access within the blockchain 

framework. AES encryption is applied to all medical records 

before uploading to the cloud. Each patient’s PHR is encrypted 

using a unique key, ensuring that sensitive data remains secure 

from unauthorized access. 

Key Steps in Data Encryption: 

 Data Formatting: All patient health records are structured 

into an encrypted format before storage. 

 AES Encryption: Medical records undergo AES-256 

encryption before being uploaded to the blockchain-based 

system. 

 Metadata Hashing: A cryptographic hash of the encrypted 
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data is stored on the blockchain to ensure integrity and 

immutability. 

 Decentralized Storage: The encrypted records are stored 

in a cloud-based distributed storage system to improve 

availability and scalability. 

The system also employs proxy re-encryption for secure and 

privacy-preserving data sharing between authorized 

healthcare providers. 

 
B. Blockchain Network and Smart Contract Implementation 

 
The blockchain network is responsible for secure data access 

control and patient-driven authorization. The proposed system 

leverages Hyperledger Fabric for permissioned blockchain 

implementation, ensuring controlled access within the 

network. 

Smart Contract Functions: 

 Access Control Management: Patients grant or revoke 

access to healthcare providers via smart contracts. 

 Audit Trails & Transparency: Every access request is 

logged immutably to ensure accountability. 

 Time-Based Expiry Access: Healthcare providers 

receive access for a limited period, preventing 

unauthorized use of patient data. 

 Emergency Override Mechanism: A predefined 

emergency access protocol allows authorized emergency 

responders to retrieve patient records. 

 
Mathematically, the smart contract enforces access policies as: 

Access = {1, if Patient Approval = True 

0, otherwise 

Where: 

 Access is the granted permission. 

 Patient Approval is a Boolean flag controlled by the 

patient. 

 
C. Secure Data Sharing and Proxy Re-Encryption 

 
The proxy re-encryption scheme allows a doctor to retrieve 

medical records securely without exposing encryption keys to 

the cloud server. The cloud server transforms encrypted data 

under controlled conditions without decrypting it. 

Steps in Secure Data Sharing: 

1. Patient Encrypts Data: The data is encrypted before 

being uploaded. 

2. Doctor Requests Access: The doctor submits a 

request to the smart contract. 

3. Proxy Re-Encryption Key Generation: The patient 

generates a re-encryption key allowing the doctor to 

decrypt only authorized records. 

4. Data Retrieval: The encrypted data is re-encrypted 

for the doctor’s key, ensuring privacy and security. 

Mathematically, proxy re-encryption works as follows: 

 
CB=ReEncrypt(CA, kA→B) 

Where: 

 CA is the ciphertext under the patient’s key kA. 

 CB is the re-encrypted ciphertext for the doctor’s key 

kB. 

 kA→B is the re-encryption key generated by the 

patient. 

 
D. Patient-Controlled Access and Revocation 

 
The proposed system provides patients full control over who 

can access their medical records. Patients can: 

 Grant access to doctors or specialists. 

 Revoke access instantly using smart contracts. 

 Monitor all access requests in real time via a 

blockchain ledger. 

Access control is dynamically managed through smart 

contracts: 

Access Granted= {1 if Patient Consent = True 

0, otherwise 

Where: 

 Access Granted is the permission status. 

 Patient Consent is a Boolean value determined by the 

patient. 

 
E. Interoperability and Decentralized Storage 

 
To enhance interoperability, the system supports integration 

with existing healthcare record systems while maintaining a 

decentralized approach to data storage. The blockchain ledger 

stores: 

 Patient metadata (non-sensitive data) 

 Access logs for audibility 

 Encrypted health records stored off-chain in cloud-based 

distributed storage 

The DriveHQ cloud storage is used to store encrypted health 

data, ensuring that the blockchain remains lightweight and 

scalable while maintaining security. 

 
F. Optimization and Performance Considerations 

 
The proposed system is optimized to handle high transaction 

loads and secure record retrieval efficiently. 

Optimization Techniques Used: 

1. Efficient AES Key Management: Each patient’s 

encryption key is securely stored using key 

fragmentation techniques. 

2. Consensus Mechanism for Faster Transactions: 

Hyperledger Fabric’s Byzantine Fault Tolerant (BFT) 

consensus ensures faster transaction validation. 

3. Load Balancing for Cloud Storage: A distributed cloud 
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network ensures high availability and prevents 

system failures. 

The blockchain ledger maintains low latency while ensuring 

high security with cryptographic measures. 

 
G. Evaluation Metrics and Testing 

 
The performance of the proposed blockchain-based health 

record management system is evaluated based on: 

Metric Description 

Security Resistance to unauthorized access 

Efficiency Transaction time & record retrieval 

speed 

Interoperability Integration with healthcare systems 

Scalability System performance under high loads 

 
The proposed system is tested using real-world healthcare 

datasets, ensuring practical usability in clinical environments. 

 
This proposed methodology integrates blockchain, AES 

encryption, proxy re-encryption, and smart contracts to ensure 

secure, patient-controlled healthcare record management. By 

implementing decentralized storage and privacy-preserving 

encryption, the system enhances security, prevents 

unauthorized access, and improves interoperability. Future 

improvements may focus on AI-driven blockchain 

optimizations, lightweight encryption models, and enhanced 

emergency access protocols. 

 
IV. IMPLEMENTATION DETAILS 

 

A. DATASET DESCRIPTION 

 
1. Source of the Datasets: 

The dataset used in this project consists of healthcare 

records managed securely through blockchain 

technology. The data is stored in an encrypted format 

using AES before being uploaded to the cloud for 

security and privacy preservation. The use of 

blockchain ensures data integrity and prevents 

unauthorized access or tampering. 

2. Data Split: 

The patient data is categorized based on roles, 

ensuring that patients, doctors, and cloud servers have 

designated access permissions. Patient records are 

divided into different categories for encryption, 

storage, and controlled access management. The 

standard data split follows an 80-20 approach, where 

80% of the data is used for training and 20% for 

testing the security and efficiency of the access 

control mechanism. 

3. Encryption Process: 

Patient records are encrypted before storage using 

AES encryption. Unique decryption keys are assigned 

to authorized doctors. The cloud server verifies access 

permissions before allowing retrieval of data. 

Additionally, the system ensures key rotation policies, 

ensuring that encryption keys are updated periodically 

for enhanced security. 

 
B. DATA PREPROCESSING 

 
Preprocessing of patient data involves multiple security layers 

to enhance protection and integrity: 

 Encryption: All personal health records (PHRs) 

undergo AES encryption to prevent unauthorized 

access. 

 Data Validation: Ensuring that records are free from 

duplication by assigning a unique Patient ID and 

verifying consistency with existing records. 

 Access Management: Patients can grant or revoke 

access to doctors dynamically through the blockchain 

system, ensuring flexible and controlled data sharing. 

 Integrity Check: Blockchain immutability ensures 

that records cannot be altered or deleted by 

unauthorized entities. Additionally, hash functions are 

applied to confirm data integrity. 

 
C. DATA AUGMENTATION 

 
To improve data security and accessibility, various 

augmentation techniques are employed: 

 Proxy Re-Encryption: Allows conditional data sharing 

among authorized doctors, enabling seamless and 

controlled access without compromising security. 

 Searchable Encryption: Enables keyword-based 

searches over encrypted patient records, ensuring 

efficient retrieval while maintaining privacy. 

 Dynamic Access Control: Patients can modify access 

rights to their records based on evolving healthcare 

needs, ensuring that data privacy is maintained at all 

times. 

These augmentation techniques enhance the overall 

security, accessibility, and efficiency of the healthcare 

record management system while ensuring regulatory 

compliance. 

 
D. EXPERIMENTAL SETUP 

 
The proposed model was implemented using the following 

software and hardware configurations: 

Hardware Requirements: 

 Processor: Intel Core i3 

 RAM: 4GB 

 Hard Disk: 500GB 

 Monitor: 15” LED 
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Software Requirements: 

 Operating System: Windows 10 

 Programming Language: Java 

 Development Tool: NetBeans 

 Database: MySQL 

 Cloud Storage: DriveHQ 

 Blockchain Framework: Ethereum Hyperledger Fabric 

Blockchain integration was achieved using a secure access 

control system that ensures the encrypted data remains tamper- 

proof. Smart contracts are deployed to handle dynamic 

permission management. 

 
E. SYSTEM ARCHITECTURE 

 

Fig: Methodologyoftheproject 

 
The system is structured into three primary modules: 

 Patient Module: Patients upload encrypted medical 

records and control data-sharing permissions. They 

also receive blockchain-stored access logs, ensuring 

transparency in data transactions. 

 Doctor Module: Verified doctors can request access 

to patient data, subject to patient approval. Role- 

based access control (RBAC) ensures doctors can 

only access relevant records. 

 Cloud Server Module: The cloud server stores 

encrypted PHRs and acts as an intermediary for 

secure data retrieval, ensuring that unauthorized 

entities cannot modify patient data. 

The blockchain framework ensures that all transactions and 

access requests are securely recorded and verified through 

consensus mechanisms, preventing unauthorized 

modifications. 

 
F. MODEL TRAINING AND OPTIMIZATION 

 
The system implements a decentralized patient record 

management model with the following key optimizations: 

 Encryption Algorithm: AES-based encryption for secure 

data storage, ensuring patient confidentiality. 

 Access Control: Smart contracts in blockchain enable 

dynamic permission management, ensuring a fine-grained 

authorization mechanism. 

 Performance Efficiency: Data retrieval and decryption 

mechanisms are optimized for real-time access, reducing 

latency in healthcare decision-making. 

 Security Validation: The model is tested for compliance 

with HIPAA and GDPR standards, ensuring adherence to 

healthcare regulations. 

 
G. EXPLAINABILITY USING BLOCKCHAIN 

TRANSACTIONS 

 
To ensure transparency and reliability of the system, blockchain 

transactions are used to: 

 Track Data Access History: Every access request is 

logged immutably, preventing unauthorized data 

modifications. 

 Verify Data Integrity: Ensuring that stored records 

are unchanged and unaltered using cryptographic hash 

functions. 

 Audit Permissions: Patients can review access logs 

and manage their data accordingly, maintaining full 

control over data-sharing activities. 

These blockchain features enhance the explainability and 

trustworthiness of the system by enabling detailed auditing and 

access verification. 

 

 
H. PERFORMANCE EVALUATION METRICS 

 
The system's effectiveness is evaluated using the following 

metrics: 

 User Authentication & Access Control: Only verified 

users can access the system, preventing unauthorized 

access attempts. 

 Data Security & Encryption: AES encryption ensures 

that patient data remains confidential, with multi-layered 

security controls. 

 Efficient Data Retrieval & Sharing: The system allows 

seamless record retrieval while maintaining security, 

ensuring low-latency access for doctors. 

 Compliance & Interoperability: The system meets 

healthcare regulations such as HIPAA and GDPR, ensuring 

secure integration with electronic health record (EHR) 

systems. 

To assess accuracy and system reliability, the following 

formulas are applied: 

Precision = TP / (TP + FP) 

Sensitivity = TP / (TP + FN) 

Specificity = TN / (TN + FP) 
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Where: 

Accuracy = (TP + TN) / (TP + TN + FP + FN) 

F1 Score = 2TP / (2TP + FP + FN) 

records before storage. 

 Authorized users could retrieve and decrypt records 

efficiently. 

TP (True Positives): Correctly classified patient records. 

TN (True Negatives): Correctly classified non-sensitive 

records. 

FP (False Positives): Incorrectly granted access. 

FN (False Negatives): Incorrectly denied access. 

The evaluation results confirm the efficiency of blockchain- 

integrated healthcare record management, ensuring secure, 

patient-controlled access. Additionally, system performance 

was validated against industry benchmarks, confirming 

improved accuracy, security, and usability. 

 
V. EXPERIMENTAL RESULTS AND ANALYSIS 

 

A. PROPOSED MODEL RESULTS 

 
This section discusses the results generated during the testing 

and validation of the proposed blockchain-integrated 

healthcare record management system. The system was 

evaluated for security, access control efficiency, encryption 

performance, scalability, and compliance with healthcare data 

regulations. 

To ensure data security and controlled access, AES encryption 

was applied before storing records on the cloud, while 

blockchain technology was leveraged for access management. 

The performance of the system was tested using various 

security scenarios to evaluate its robustness against 

unauthorized access, potential breaches, and performance 

under high-load conditions. 

The experimental setup involved: 

 AES encryption with a 256-bit key for secure patient 

record storage. 

 Blockchain-based authentication for verifying user access 

requests. 

 Access control validation tests to ensure only authorized 

users could retrieve encrypted medical data. 

 Transaction monitoring and logging to ensure every data 

access request is recorded for accountability and 

compliance. 

 Performance stress tests to evaluate how the system 

handles multiple simultaneous access requests. The 

system was tested using a large dataset of patient records 

stored securely on a cloud server. The blockchain network 

ensured that all access requests were logged immutably, 

preventing unauthorized modifications. The results 

demonstrated that secure storage and retrieval of medical 

records were achieved with minimal latency and high 

accuracy. 

System Performance Observations: 

1. Secure Data Storage & Retrieval: 

 The encryption process successfully secured patient 

 Unauthorized access attempts were logged and 

blocked automatically by the system. 

2. Access Control Efficiency: 

 Patients could grant or revoke access dynamically in real- 

time. 

 Doctors with approved access retrieved data without delay. 

 The blockchain ensured that only authorized entities could 

modify access permissions. 

3. Blockchain Security Validation: 

 No unauthorized modifications were detected in 

blockchain-stored logs. 

 All transactions (access requests, approvals, revocations) 

were verifiable and auditable. 

 The system resisted common cybersecurity threats, 

including man-in-the-middle attacks and unauthorized key 

compromise attempts. 

4. System Latency and Performance: 

 Encryption & decryption added a minimal processing 

delay (~0.2s per record). 

 Blockchain-based authentication had an average response 

time of 1.5 seconds. 

 The system maintained consistent response times even 

under high concurrent user loads. 

 
B. COMPARATIVE ANALYSIS WITH EXISTING 

METHODS 

 
To assess the efficiency of the blockchain-based healthcare 

record system, a comparative analysis was conducted against 

traditional centralized electronic health record (EHR) systems. 

The comparison was based on security, access control, response 

time, scalability, and regulatory compliance. 

 

1) Security & Data Integrity 

 

 
System 

Encryptio 

n 

Tamper- 

Proof 

Storage 

Access 

Control 

Regulatory 

Complianc 

e 

 

 
Traditional 

EHR 

 
Weak 

(password- 

protected 

databases) 

 
Prone to 

data 

breaches 

 
Centralize 

d admin 

control 

Partial 

(HIPAA 

non- 

compliant 

in some 

cases) 

Blockchain 

-Based 

System 

(Proposed) 

 
AES-256 

Encryption 

Immutable 

Blockchai 

n Storage 

Patient- 

Controlled 

Access 

Fully 

HIPAA & 

GDPR 

Compliant 
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 The proposed system ensures tamper-proof storage and 

full data control compared to traditional EHRs, which are 

vulnerable to unauthorized modifications and hacking 

attempts. 

 

2) Performance Analysis 

 

 
System 

Access 

Request 

Response 

Time 

Data 

Retrieval 

Time 

Security 

Breach 

Resistance 

Traditional 

EHR 

 
~3 seconds 

 
~4 seconds 

Moderate 

(Prone to 

breaches) 

Blockchain- 

Based System 

 
~1.5 seconds 

~2.2 

seconds 

High 

(Immutable 

access logs) 

 
The blockchain-based system demonstrated faster 

access request handling and enhanced security 

compared to traditional methods, particularly under 

conditions of high user load. 

 
3) Compliance with Data Privacy Regulations 

 
 
 
 
 
 
 
 
 

 
 The proposed system fully meets global healthcare data 

privacy standards, ensuring secure and legally compliant 

medical data storage while providing full patient control 

over their data. 

 
C. SYSTEM RESOURCE UTILIZATION 

To determine the feasibility of deploying the blockchain- 

integrated healthcare system in real-world medical 

environments, a performance analysis of computational 

resource usage was conducted. 

 
 
 
 
 

 
Key Observations: 

 
 Efficient Memory Utilization: AES encryption ensures that 

record size remains minimal while maintaining high 

security. 

 Processing Load is Balanced: Blockchain verification 

requires some computational overhead, but optimizations 

ensure minimal delays and efficient CPU utilization. 

 Scalability: The system is suitable for large-scale medical 

data storage, as blockchain ensures integrity without 

excessive computational costs. 

 Energy Consumption: The system was optimized to reduce 

excessive computational energy usage, making it suitable 

for real-world deployment. 

 Transaction Throughput: The system can handle high 

transaction volumes without degradation in performance. 

 Distributed Ledger Optimization: The blockchain ledger 

synchronization mechanism ensures efficient transaction 

logging while minimizing redundant storage usage. 

 Data Retrieval Scalability: The proposed system ensures 

instant data retrieval even as the dataset size scales up, 

addressing concerns related to access latency in large 

healthcare networks. 

 
Stress Testing Results: 

 
The system was subjected to stress testing to evaluate its 

performance under extreme load conditions, including high 

concurrent access requests. The results showed: 

 The system maintained stable response times even under 

peak load. 

 No data inconsistencies or failures were observed during 

the testing period. 

 The blockchain network continued to process transactions 

seamlessly, proving the feasibility of implementing this 

system in large-scale hospital networks. 

 
System Adaptability & Real-World Integration: 

 
 The system architecture is flexible and can be integrated 

with existing hospital management systems. 

 Interoperability with IoT devices (such as wearable health 

monitors) was successfully tested, ensuring real-time data 

updates within the blockchain network. 

 Automated compliance monitoring was integrated to 

ensure ongoing HIPAA & GDPR adherence. 

Transactions (~10MB 

per block) 
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VI. CONCLUSION AND FUTURE WORK 

Implementing blockchain technology in healthcare represents 
a significant advancement toward secure, decentralized, and 
patient-centered health record management. The proposed 
system effectively addresses challenges related to data 
security, access control, and interoperability. By integrating 
AES encryption, blockchain-based access management, and 
immutable transaction logging, it ensures confidentiality, 
integrity, and transparency in handling patient data 

 
Key Achievements: 

 Improved patient control over medical records, reducing 

dependency on centralized administrators. 

 Enhanced security and privacy by leveraging blockchain 

immutability and AES encryption. 

 Optimized data access and retrieval speed, enabling faster 

decision-making in healthcare settings. 

 Full compliance with healthcare regulations, ensuring 

legally sound and audit-ready medical record 

management. 

 Increased system reliability by ensuring seamless data 

accessibility without compromising security. 

Future Directions: 

 Implementing AI-driven predictive analytics for 

healthcare insights. 

 Exploring hybrid blockchain models for optimized 

scalability. 

 Developing multi-chain architectures to enhance 

transaction efficiency. 

 Real-world clinical deployment and testing to further 

refine usability and efficiency. 

 Enhancing interoperability with existing hospital 

management systems for smooth data integration. 

 This research establishes a solid foundation for 

blockchain-based healthcare innovations, contributing to 

next-generation medical data security and patient 

empowerment. 
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