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Abstract

The rapid expansion of Internet of Things (IoT) socio-technical systems (STS) has often
prioritized interoperability and functionality over security, resulting in widespread adoption of
protocols with weak protection mechanisms. While IoT has enabled transformative digital
enterprises and pervasive connectivity, resilience and information assurance (IA) have largely
remained secondary considerations. This imbalance exposes IoT ecosystems to escalating
cyber threats, cascading failures, and erosion of user trust. Recent advances highlight that
resilience in IoT cannot be achieved solely through post-hoc defense but requires security-by-
design principles grounded in IA. Emerging approaches—such as zero-trust architectures,
federated learning for distributed security, blockchain-based data integrity, and Al-driven
anomaly detection—are reshaping how resilience and dependability can be embedded at scale.
A paradigm shift toward a security-first IoT is essential to safeguard the trusted exchange of
information, ensure continuity of services, and sustain confidence in digital economies. We
argue that robust information assurance frameworks are central to achieving resilient IoT
systems that can withstand disruption, adapt to evolving threats, and reliably support critical
socio-technical infrastructures.
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1. INTRODUCTION

Historically, Information Assurance (IA) evolved from risk management principles,
emphasizing layered information security (InfoSec) defenses against electronic attacks. The
essence of information risk management and assessment has been to identify weaknesses that
could cause harm and apply controls and protection mechanisms (e.g., ISO/IEC 27002:2013).
While prevention remains fundamental to any Information Security Management System
(ISMY)), it is increasingly clear that not all attacks can be prevented. A holistic IA perspective—
integrating situational awareness, risk mitigation, and resilience—offers a stronger framework
for sustaining the safe operation of IoT socio-technical systems (STS). IA enhances decision-
making cycles, supports the rapid containment of threats, and fosters trust across
interconnected actors: human users, [oT devices, and autonomous agents. Incorporating IA’s
eight core attributes (Figure 1) into STS design enables architectures that are more resilient,
dependable, and capable of adapting to a rapidly evolving threat landscape.

Compliance with regulatory requirements remains important, but mere compliance is no longer
sufficient in hyperconnected enterprises. Businesses must now adopt a proactive cyber-
resilience posture—one that emphasizes agility, recovery, and adaptability in the face of
disruption. IoT’s history illustrates how quickly the digital ecosystem has evolved: from the
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Figure 1: Dynamic Attributes of Information Assurance

first internet-enabled toaster in 1990, to the milestone of 2008 when devices outnumbered
people online, to today’s world where billions of IoT nodes underpin medicine, transport,
communication, and smart homes. This rapid evolution has driven both societal dependence
and corresponding challenges of privacy, safety, and trust. As IoT continues to scale—
projected to reach 50 billion connected devices within five years—the demand for resilient
architectures and intelligent risk-aware design is becoming critical.

2. Information Flow

In IoT has also redefined enterprise—customer relationships, creating continuous data
exchanges that form the so-called “fifth domain”—cyberspace. Unlike land, sea, air, or space,
the cyber domain allows low-cost scalability but introduces unprecedented complexity and
exposure to cyber threats. Assuring IoT requires a paradigm shift: from afterthought defenses
to security-by-design, embedding trustworthiness directly into architecture. [oT assurance can
be conceptualized across three components: (1) IoT technologies themselves; (2) Big Data
analytics; and (3) intelligent use of information. These socio-technical systems integrate
hardware, software, data, legal frameworks, and human behaviors, and are increasingly
influenced by AIl, automation, and even discussions of technological singularity. Their
complexity means failures can lead to catastrophic financial, operational, and reputational
losses, underscoring the need for IA-driven resilience.
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Figure 2: Assured Architecture of IoT STS
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The global cyber domain compounds the challenge. IoT communities of interest (COls) are
geographically distributed, culturally diverse, and often pursue competing goals. Boundaries
between systems are fluid and rarely comply with standardized architectures. IA provides a
framework for balancing these competing pressures while enabling cooperative resilience. As
illustrated in Figure 2, IA strengthens IoT resilience across three domains:

a. loT Technologies: By working with international bodies (IETF, ITU, EU’s IERC), IA
helps establish global standards for interoperability, cyber situation awareness (CSA),
and trusted service provision.

b. Big Data: A enables the extraction of actionable intelligence from IoT ecosystems,
maintaining a Common Operational Picture (COP) and enhancing Superior Decision
Making (SDM) based on evidence-driven insights.

c. Intelligent Use: IA promotes trust management between COIs and stakeholders,
fostering collaboration, secure data sharing, and sustainable governance.

Research further emphasizes that IoT assurance spans multiple layers (device, network,
service, and data). Each layer presents distinct yet overlapping vulnerabilities. Securing these
systems requires robust cryptography, efficient key management, adaptive protocols, and
governance mechanisms that balance oversight with user trust. Trustworthiness—defined
through availability, reliability, integrity, safety, and maintainability—is now a cornerstone of
IoT resilience. Monitoring these attributes over time is equally important to sustain confidence
in [oT as it becomes ever more pervasive in socio-technical infrastructures.

A. Cyber Incidents damage Trust Management

Society is reliant on the storage, process and transmission of data therefore ensuring the
integrity, security and privacy of this data is paramount. Inadequately protected data gives
rise to fraud which leads to reputational and financial losses for organisations and in turn a
loss of trust in the system for the user. The greatest threat to online businesses is damage
to their reputation and customer trust in their organisation. An organisations reputation and
brand is a valuable asset and the basis of its success and ultimately its income . The digital
economy’s financial success can easily be brought down by data leakage, loss of customers
as well as lawsuits from those customers, shareholders and the intervention of data
protection authorities and fines.

Most enterprises take years to build up their trustworthy reputation of a reliable organisation
but overnight that reputation can be irrecoverably damaged by a cyber-attack or massive
data leak. This applies regardless of whether an incident was the result of data misuse or an
unpredictable event. Humans base decisions to trust on historical evidence that suggests the
future trustworthiness of a given interaction . However when the prediction of future
trustworthiness turns out to be false, trust is lost for all ongoing interactions and rebuilding
that trust is difficult if indeed possible at all.

Clearly cyber-attacks are damaging and costly, however the true cost to an online enterprise
is in the damage to the trust the users place in the system. Not only can cyber-attacks
damage individual businesses, the knock on effect for the whole digital economy could be
devastating. It is clear therefore that online enterprises must work with not only government
and regulatory groups but also each other to ensure the long term success of doing business
in this, the 5™ domain.

Due to the multiple layers of information flow for IoT devices, enterprises are under
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constant pressure and have to deal with the threats in these environments and the complex
conditions that are constantly changing and evolving. Faced with these turbulent conditions,
in order to ensure long term survival of the business, they must embrace agility and
resilience to the core of any information assurance strategy .

B. Culture Change and Trust

Transforming [oT performance and resilience requires more than technological safeguards—
it demands a cultural shift that embeds trust, adaptability, and proactive security thinking into
socio-technical systems (STS). Culture, though often treated as an intangible asset, is a
decisive factor in establishing resilience. Resistance to change is common when organizations
overlook the human dimension of resilience. Boards must therefore champion cultural
change, setting tangible goals that align people, processes, and technology. While full
adoption may be unrealistic, mobilizing the majority through disruptive change can
significantly improve outcomes.

Key dimensions of cultural change for 1oT STS resilience include:

a. Vision: Empowering communities of interest (COIs) to leverage IoT technologies to
improve services and thrive in digital environments.

b. Cyber-Psychological: Bridging computational trust with human behavioral trust through
awareness and design.

c. Human Factors: Humanizing processes to secure emotional buy-in and shared
responsibility.

d. Collaboration: Cultivating a COI perspective in deploying and maintaining loT systems
across local and global societies.

e. Investment in People: Building digital resilience by prioritizing training, upskilling, and
continuous learning.

Trust Management: Engaging staff in decision-making to reduce resistance and foster

ownership of resilience strategies.

Embedding cultural change also requires intellectual capital to anticipate ethical challenges
that arise when IoT systems increasingly shape social values and behaviors. IoT is not only a
technological enabler but also a disruptive force that redefines trust, privacy, and governance.
Multidisciplinary research—spanning technology, behavioral science, and PESTLE
(Political, Economic, Social, Technological, Legal, and Environmental) influences—is
crucial to deepening our understanding of these evolving socio-technical ecosystems.

3. IA Trust Management as a Resilience Enhancer in IoT

Resilience, broadly defined as the ability to withstand and recover from disruption, is central
to IoT trustworthiness. While resilience requires systems to be robust enough to prevent most
attacks, it also demands recovery mechanisms that restore safe states after successful
breaches. For IoT, resilience and trust are inseparable: enterprises that embed IA-driven trust
management are better positioned to protect privacy, sustain customer confidence, and
maintain secure services.

True resilience requires more than technology adoption—it hinges on effective use of
technology within a strategy. This includes:
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a. Security by Design: Embedding protection into [oT architectures from inception.

b. Redundancy and Continuity: Ensuring systems continue operating even when
components fail.

c. Rapid Recovery: Minimizing downtime and accelerating restoration after incidents.
Situational Awareness: Collecting intelligence across diverse IoT environments to
detect, prevent, and respond to attacks.

Because [oT devices are inherently connected, they can be harnessed for resilience by enabling
real-time monitoring, adaptive fault detection, and continuous security updates. However,
traditional trust management models, designed for static systems, are inadequate for IoT’s
distributed and dynamic nature. Effective IoT trust management must account for scale,
heterogeneity, and constant evolution of applications.

Modern trust management relies on continuous monitoring and trust negotiation among
stakeholders. This involves not only evaluating trust parameters but also sharing intelligence
about breaches and vulnerabilities. Collaborative data sharing enhances situational awareness,
revealing attack patterns and informing adaptive policies. Such proactive adaptation is vital to
the long-term resilience of IoT STS.

Trust in IoT also requires visible trust indicators for users, who often interact with
autonomous devices making decisions on their behalf. As Leister and Schulz argue,
transparency in trust mechanisms is lacking; without it, user adoption and confidence suffer.
Trustworthiness—defined through availability, reliability, safety, integrity, and
maintainability—must be communicated clearly and monitored continuously.

Finally, resilience cannot be achieved without addressing the human factor. Despite security
policies, non-compliance remains common, introducing risks. Human adaptability, while
useful, can also generate vulnerabilities when users create ad-hoc workarounds. Organizations
must either design systems that reduce the need for such adaptations or monitor them to
evaluate risks and benefits.

Ultimately, trust, trustworthiness, and trust management are becoming core [A attributes
in IoT. They shape interactions across human—machine systems, human—computer interaction
(HCI), and machine-to-machine ecosystems. In [oT, trust can be conceptualized as a dynamic
confidence level between domains, entities, and devices to provide specific services within
defined contexts. Embedding such models into [A-driven resilience frameworks will be
critical for the future of [oT.

4. Conclusion

Building trust is fundamental to organizational resilience in the digital economy, but trust alone
is insufficient. Security, governance, and business processes must operate holistically to ensure
that enterprises can withstand disruption and recover effectively. Resilience is not determined
by the number of tools deployed but by how intelligently and consistently they are integrated
into enterprise strategies. What ultimately signals trustworthiness is not only how an enterprise
responds to adversity, but how well it prepares in advance—minimizing reputational and
financial impact when challenges inevitably arise.

Assured enterprises must therefore be both flexible and robust: capable of adapting rapidly
while maintaining dependable operations. The idea of being “fully protected” is unrealistic and
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can foster a dangerous false sense of security. Instead, organizations must assume attacks will
occur, embrace security-by-design, and implement adaptive resilience mechanisms that
evolve alongside emerging threats.

While trust is often viewed as a human attribute, in the IoT context it extends to devices,
machine intelligence, and socio-technical systems. Applying a SMART approach—
ensuring that trust metrics are Specific, Measurable, Achievable, Realistic, and Timely—
enables enterprises to evaluate and sustain trust integrity across IoT ecosystems. Within
communities of interest (COIs), trusted interactions must be cultivated at three levels: (i)
between users and devices, (i1) across interconnected devices, and (iii) from devices back to
users. Harnessing the intelligent use of Big Data and IoT STS will accelerate knowledge
exchange between humans and machines, creating a foundation for secure and dependable
digital relationships.

Ultimately, cyber resilience and trustworthiness are twin pillars of IoT’s future success.
Together, they improve user confidence, protect digital economies, and unlock opportunities
for scale. While IoT offers unprecedented societal benefits, the risks identified in this paper
underline the urgent need for continued research, robust IA frameworks, and adaptive security
models. Only by embedding resilience and trust into the core of IoT socio-technical systems
can enterprises ensure safe, secure, and sustainable participation in our hyperconnected world.
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