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Abstract: Nowadays it is necessary to post digital images online, for various reasons. These images are 
hijacked and used in social media. They are of concern because they are edited to suit the nefarious design of 
hackers. With upcoming generated Artificial intelligence, it has become difficult for common person to 
understand the fake make of it. These images are thus visually compelling deepfakes.With the use of 
integrated AI-based modules on dedicated hardware of the camera, this problem has become much more 
challenging. Similarly, image processors added in the cameras make the difficulty much more complicated. 
These devices hallucinate the images much more than the original. Hence, there is need of authentication 
mask creation, created as metadata with each of the image. When that is available, the hallucinated regions 
can be easily identified, for legal purposes. This paper provides an overview of the current literature. 
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1. INTRODUCTION 

To check the validity of digital image, a technology called as Digital Image Forensics [1], 

has been initiated. There is mischief played using Generative Adversarial Networks [2], 

which create deepfakes. This is a machine-learning framework [3]. This technique 

generates new data with same statistics as the training set. For example, a series of new 

pictures can be created based on a real digital picture taken by a camera. It is similar to 

mimicry. 

Using Digital image forensics we can detect fakes and check noise profiles, lens effects, 

compression pattern, lighting etc., We now presume that images secured from digital 

camera are no more authentic, because of the latest technologies used in the camera 

construction. Smart phone cameras use AI modules that hallucinate. The masking done 

can be thus recovered by metadata, by query. 

Thus Image Signal Processor [4] used in the camera does modify the image captured like 

demosaicing, noise removal, white balance, color space transformation, global and local 

tone mapping, exposure adjustment, sharpening, digital zoom, and final color space 

encoding. In addition algorithms are used to alter the colors and tones of the image. AI 

based Neural algorithms can play havoc on the image, thereby generating complete new 

image. The catch here that is useful in detecting fake, is the fact that generative methods 

fake in the form of a texture and enhance image details. Digital zooming for instance, is 

an Image processing technique that may also create a blurry image finally. AI can 

hallucinate into sharp visually plausible content. If such image is used as evidence can 

create wrongful result. Most of the latest cameras convert RAW images into Digital 

Negative. In smart phone camera burst of RAW images can be used to create a single 

clear photo. Such process creates better noise profiles and higher tonal range. Thus 

composite RAW image may also have hallucinated content in it.  

Thus with image processing there may be question of authenticity. The purpose of this 

paper is to highlight that issue. A solution for that is to use authentication mask [5], which 

should be saved as metadata and should be displayed as additional information in the 

image. Pixel level Authentication [6] is one of the technique used for it. Fake pixels 

should be available for detection any time. This paper is a suggestive guide that needs 

further research and practical experimentation further, before commercialization. 
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2. Metadata: 

EXIF stands for Exchangeable Image File Format [7]. It is the standard way of 

storing metadata in digital image files. It bears all technical information, how the 

image was created, including time and date, the camera and lens used and also the 

shooting settings. Similarly International Press Telecommunication Council and 

Extensible Metadata Platform can also form part of digital photo’s data profile. 

IPTC metadata [8] describes the content of the image and rights associated with it. It 

also includes copyright status, caption information and keywords as well. XMP [9] 

is more modern and enables to add descriptive information to an image file. It is 

also flexible.  

When one processes RAW file say in Photoshop [10], the edit details are saved in 

the sidecar of XMP file, leaving the original RAW file untouched! It is not possible 

to alter EXIF data recorded. To view the EXIF data in digital image file on a 

windows PC, we can right click on image file, select properties and click the details 

tab. Selecting File Info ( or its equivalent) enables to look for EXIF data. Following 

is an example:  

 

Fig.1EXIF data example 

Before posting images online, some services may strip out embedded metadata for 

privacy reasons. During post processing and manipulation, such as compositing 

images EXIF data may be removed. 

 

3. Authentication Process 

The first step in authentication is creation of framework. There should be computation 

and propagation of a mask [11]. This should be carried over to different stages of signal 

processing. Artificial intelligence can be used in a black box fashion, using pre-trained 

modules [12]. This is useful if internal developed module cannot be changed. If control 

exists on AI module design and training, we can easily detect hallucinated pixels, and 

easily generate authentication mask.  

Hybrid signal Mix Processing [13] is commonly used for authentication. Bayer Kernel is 

used in this such that one is for Blue, one for red and two for green. Thus hallucinated 

pixels need to be detected, then authentication masking need to be done. Figure 2. Shows 

the binary authentication process:  
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 Fig.2 BINARY AUTHENTICATION 

Camera Image signal processing is a hybrid process. There are 3 neural blocks and one 

signal processing block. The output of Bayer front end [14] is de-noised and de-

mosaicked having 3 channel RAW-RGB image. The pixels are hallucinated as a magenta 

color in the mask. The Calorimetric Neural unit applies white balance and color space 

transforms. This is trained to use reconstruction losses. Thus mask is carried forward. The 

Photo Enhancement unit combines perpetual and generative losses. It hallucinates the 

structures in the image. The result is union of magenta and white. The final stage does 

sharpening and compression, and thus saved as Meta data. 

For saving the metadata size, the binary mask can be down sampled and compressed. A 

12 MP image requires about 4.5MB storage using JPEG compression. Binary mask for 

the same comes to about 225KB! The binary mask can also be down sampled to half the 

resolution making the storage equal to say 80KB! Using steganography, tampering with 

mask can be prevented. 

 

4. CONCLUSION: 
 
The main idea emphasized in this article, is that the image captured by any modern digital 

camera cannot be considered as completely original as the natural scene. This is because 

of many alterations that are possible in the image processing. Above all, use of Artificial 

Intelligence inbuilt in modern digital cameras have added more complexity in the 

authenticity of the image captured. Today’s modern digital cameras use AI training using 

the perpetual and generative losses, thereby hallucinating the scene from the original. 

Thus there is no guarantee that the final output of the image is completely real in life. This 

is almost overseen in today’s digital forensics. 

Thus Emphasis is made to adopt some strategies in image signal processing inside the 

camera, so as to have validation possible, if authenticity is at question. The use of capture-

time metadata in the output image solves the problem. Metadata as spatial mask can 

identify pixels modified by AI hallucination, making the authenticity process easier. 
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