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Abstract: 5G networks handle innovative technical concepts like 

ultra-high bandwidth, ultra-reliability ultra-low latency and 

ultra-massive device access in addition to meeting the constantly 

growing needs of a wide range of applications. Software-defined 

networking, mobile-access edge computing, network slicing and 

network function virtualization are examples of developing 

technologies that could lead to a new class of security 

vulnerabilities due to Network Softwarization. The security 

issues that 5G would bring up are highlighted in this paper, 

which also calls for immediate security solutions. SDN permits 

networks to monitor the traffic and identify vulnerabilities more 

effectively.DDoS assaults, Man-in-the-Middle attacks, Saturation 

attacks and other security risks are introduced when control and 

data planes are separated. One of the most severe online threat is 

distributed denial of service (DDoS) attacks. An entropy-based 

detection method is used in software-defined networks to identify 

and mitigate DDoS attacks, hence improving network security. 

Keywords:  5G Networks, Security, Network Softwarization , SDN, 

NFV, MEC , NS and Entropy. 

I. INTRODUCTION  

The rapid advancement of information technologies has led to 

the creation of numerous new applications, such as the Mobile 

Internet, Internet of Things, and Internet of Vehicles. Wireless 

communications are frequently utilised for these purposes. 

The number of mobile devices in the world is expected to 

increase from 8.6 billion in 2017 to 12.3 billion by 2022, 

resulting in a monthly data flow of 77.5 exabytes from 

wireless and mobile devices [3]. Future needs will be more 

than what 4th Generation and older wireless networks can 

handle, especially when it comes to large Internet of things 

(IoT) devices, heavy app traffic, and a large number of mobile 

devices. Currently in use, the 5th Generation network is a 

crucial component of the upcoming wireless technology and 

mobile communication. The 5G network has approved a 

number of novel technologies to support a variety of 

applications and services, with the aim of attaining ultra-low 

latency, ultra-reliability, ultra-high bandwidth and ultra-

massive device access [3]. The deployment of 5G wireless 

networks will cause security attack vectors to rapidly increase 

in number. Beyond the security of 5G networks, there are 

three main facets to 5G [1]. Firstly , almost every security 

requirement and challenge outlined above for pre-5G mobile 

generations equally applies to 5G and later mobile 

generations. Second, because 5G will require more IoT and 

mission-critical apps, it will create new security challenges 

because of its growing user base, a wide range of connected 

devices, unique network services, growing user privacy 

concerns, and extra stakeholders. Third, as cutting-edge 

technologies like software defined networks (SDN), network 

function virtualization (NFV), mobile-access edge computing 

(MEC) and network slicing (NS) are introduced and networks 

become more softwarized, new security issues will arise [1] 

and [2]. In this paper, we analyse the problems in terms of 

security and the security solutions that may be used to 

overcome such issues. The primary aim of the SDN paradigm 

is to simplify network operations, improve network 

administration and offer reliability, scalability, and security.  

Distributed denial of service(DDoS)  attacks pose a significant 

security risk to SDN [22], mostly because they are caused by 

an attacker sending an excessive amount of traffic packets to 

the target, which lowers or stops the victim's service and 

prevents it from being accessible from later connections. 

Often, these incoming packets source addresses are faked. 

Entropy is a statistic that is used to assess the randomness or 

unpredictability of network traffic patterns in SDN for the 

purpose of DDoS discovery and mitigation. By monitoring 

and assessing entropy levels, glitches revealing of DDoS 

attacks can be detected and appropriate mitigation strategies 

can be employed. The remaining paper is organized as 

follows. Section II provides a detailed literature review on 5G 

component security issues. Section III contains 5G 

components security issues and probable security solutions 

were examined and analysed. Section IV implements Entropy 

based DDoS attacks detection and mitigation in SDN.   

Section V discussed the simulation of detection and mitigation 

methods in SDN. Section VI explain the results and analysis 

of security issues and the solutions. Conclusion and future 

work are drawn in Section VII.  
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II. RELATED WORK 

Rabia Khan et al. [1] explored potential remedies, ongoing 

developments, and possible future approaches in a survey on 

the security and privacy of 5G technology. Ijaz Ahmad et al. 

[2] explore the security solutions for the aforementioned risks 

as well as the security and privacy challenges of 5G 

technology. In order to create an automated solution 

framework for 5G security, Zhihong Tian et al. [3] combine 

the physical and logical layers to investigate 5G security from 

the standpoint of automated attack and defence. Jiaying Yao et 

al. [6] research looks at the security vulnerabilities that come 

with intelligence centralization in SDN. Authors suggest a 

strong security architecture for SDN-based 5G networks in 

order to get over this restriction. The key obstacles to the 

adoption of 5G are analysed by S. Sullivan A. Brighente et al. 

[10They include commercial ones like business models and 

ecosystem maturity, as well as technological ones like 

mmWave communications, backhaul technology, technical 

maturity, energy usage, and EMF. In order to safeguard the 

5G environment, both new and old technologies are 

recommended and Alex Mathew [12] offers an objective 

review of these concerns. Juan Fernando Balarezo et al. [13] 

state that there are three possible assault levels for attacks that 

use the transmission control protocol (TCP)  SYN, user 

datagram protocol (UDP), and hypertext transfer protocol 

(HTTP) : low (Q1), medium (Q2), and high (Q4). The user 

chooses the characteristics and severity of these attacks. The 

5G threat landscape, 5G network classification criteria, and 

their threat taxonomy are examined by Juan Fernando 

Balarezo et al. [14]. They also provide a description of the 

security requirements of 5G systems, broken down into use 

cases that are specific to different domains. The security risks, 

difficulties, and methods present in mobile edge computing 

are examined by Roman [15] et al. Using a stateful SDN data 

plane allows Jesus Galeano-Brajones et al. [18] to describe 

how an entropy-based approach can be empirically evaluated 

for detecting and repelling DoS and DDoS attacks in online 

environments. For the purpose of enhancing network security 

in software-defined networks, Sumantra et al. [19] present an 

entropy-based technique for reducing distributed denial of 

service assaults. Mahmood Z. Abdullah et al. [20] employ 

POX controller to develop an entropy-based detection system. 

They also test the algorithm's performance in various 

topologies and controller counts using POX controller. Konda 

Srikar Goud et al. [22] discussed the security challenges and 

their solutions in Software defined networks. Dinh Thi Thai 

Mai et al. [23] discussed DDoS detection using dynamic 

entropy in SDN. Pradeep kumar Sharma et al [24] analyzing 

the SDN security issues with their countermeasures. 
 

III. SECURITY CHALLENGES  &  SOLUTIONS 

The security risks associated with 5G components and the 

solutions that need to be implemented were examined and 

analysed by Sanjay Vidhani et al. [21] in Table [1] and [2]. 

 

 

Table I. 5G Technology's Security Challenges 

 

 
 

Table II. 5G Technology’s Security Solutions 

 

 

IV. IMPLEMENTATION 

Many DDoS detection methods exist, including machine 

learning, entropy-based, traffic pattern analysis, and 

connection rate-based methods [19]. DDOS attacks can take 

many different forms, such as flooding the Transmission 

Control Protocol (TCP), reflection of the Domain Name 

System (DNS), ping of death, flooding of the Hypertext 

Transfer Protocol (HTTP), flooding of the Synchronise (SYN) 

protocol, and more. However, User Datagram Protocol (UDP), 

TCP SYN, ICMP, and HTTP flooding are the DDoS attacks 

that are most frequently employed. All of these attacks share 
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the trait of overwhelming the victim with traffic volumes and 

depleting its resources. 

A. Shannon’s Entropy  

Entropy is a tool to measure the network randomness. The 

entropy value will increase with the randomness value and 

vice versa. This suggests that we should consider the network 

to be under attack if the computed entropy value is less than a 

specified threshold value. A measure of an event's uncertainty 

or unpredictability is Shannon's entropy [19, 20]. The 

destination IP address is found by looking at the header of 

each new Packet_In message that enters the network. This 

information is then entered into a hash table along with the 

address's frequency. Equation (1) can be used to represent the 

hash table, where W stands for a window with n items (n = 

50), x for the destination IP address, and y for the number of 

times it appears. Equation (2) is used to calculate the 

probability for each destination IP address, where P(xi) 

represents the likelihood of that specific IP in Window W. 

 

     W = {(x1, y1), (x2, y2),  .....,(xn, yn)}                     (1) 

     P(xi) =  yi/N                                                           (2)     

     N = y1 + y2 + y3 + y4 +........ + yn                         (3)  

Where  N is the total number of requests that were made 

during that specific window of time. The following formula is 

used to determine the Entropy for each Source_IP during the 

specified time frame.     

      E(X) = ∑i=0 −P(xi)log2P(xi)                                  (4) 

B.  Detection and Mitigation 

Every host on the network receives packets with spoof IP 

addresses during normal network traffic. The target host 

(H64), which has the IP (10.0.0.64), receives all packets from 

the spoof IP addresses when they are in the attack flow. Attack 

traffic is more frequent than normal traffic, and all of its 

packets are UDP kinds. Network traffic is tracked with the 

SDN traffic monitoring tool Sampled Flow-Real Time (sFlow-

RT). As seen in Figure 1, all experiments will run both attack 

and ordinary traffic concurrently to see how the entropy 

detection method responds to each type of traffic. 

 

 
 

Figure 1. Normal and attack traffic flow 

     As mentioned above, in order to detect any unusual 

activity, the entropy for packets within a given time period is 

calculated. The following fields Source_IP address, TCP flags, 

and the quantity of packets and requests sent per second are 

used in our suggested methods to compute entropy. Entropy 

falls dramatically during an attack because, in contrast to a 

non-attack scenario, there is less randomness. The entropy of 

each time window is continuously calculated and shown in 

Table [3] by the system, and if a certain Source's entropy is 

determined to be below the threshold for three consecutive 

time windows, it is isolated and designated as a botnet host. 

The rate drop of entropy also indicates that the higher the 

attack rate, the lower the entropy value [23].  

 
Table III.  Entropy Calculation 

 

 
 
A suitable mitigation approach is implemented as soon as a 

botnet host is identified. The goal of this study is to 

permanently block the IP addresses of the hosts within the 

identified botnet. The effect of the distributed denial of service 

attack on the network will be reduced as a result of their 

inability to communicate with the server in the future. The 

suggested Distributed Denial of Service attack discovery and 

reduction strategy is carried out by the controller, as shown by 

the flowchart in Figure 2. 

                

 

Figure 2. Process inside the controller 
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V. SIMULATION 

  To evaluate our approaches, the topology is replicated using 

the Mininet Simulator. Several experiments have been carried 

out to verify the Entropy detection technique. The network 

configuration utilized in the first experiment is depicted in 

Figure 3, where a single topology consisting of 64 hosts (H1-

H64) and one switch (S1) was connected to the POX 

controller (C0). 

 

 

 
 

Figure 3.  Mininet Topology 

 

This section displays the findings from several 

experiments conducted on the POX controller using the 

entropy detection approach. The entropy value in these 

tests will drop while both normal and attack traffic is 

occurring because destination IP 10.0.0.64 is more 

common than other destination IPs during the course of 

the duration. Only regular traffic from H1 is permitted to 

go, while the packets from H2 are blocked when it drops 

below the threshold three times in a row, which is 

considered an attack. The window's entropy value will 

be zero if there are more attack packets than regular 

traffic. This is due to the fact that there will be 50 

packets in the timeframe that have the same destination 

IP (10.0.0.64). Since the probability of that IP is (50/50), 

or 1, there will be zero entropy in this scenario, which is 

below the threshold and will result in the port being 

blocked. Figure 4 displays the combined attack and 

normal traffic that sFlow-RT was able to capture. The 

amount of bytes resumes its usual traffic rate once the 

algorithm has detected the assault flow. 

 

Figure 4. Captured Traffic 

 

Figures 5 and 6 display a window of 50 packets. Attack 

traffic has caused the destination IP (10.0.0.64) to have more 

occurrences than usual, resulting in an entropy value below 

the threshold value. 

 

 

Figure 5. Output Detection 

 

 

Figure 6. Output Detection1 
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Figure 7 illustrates how central processing unit (CPU)  

utilization increased during the attack. It displays the CPU's 

near-maximum performance. According to the observation, 

the system's performance progressively degrades. 

 

Figure 7. CPU Utilization 

 
The entropy is calculated appropriately as soon as the 

controller starts collecting statistics for the specified time 

period. Figure 8 shows how the entropy decreased during the 

attack's 20-second time frame. 

 

Figure 8. Entropy during attack 

 
SDN is the foundation of many DDoS protection 

techniques. In SDN networks, mitigating techniques including 

traffic redirection, port blocking, and packet dropping are 

frequently utilized and extensively implemented. By installing 

new or editing existing flow entries and delivering flow-mod 

messages to its switches, SDN can enforce these strategies. 

The controller notifies the switch to add a new entry to 

stop the attack when the new item in the flow table matches 

the packets that are initiating the assault with the same source 

IP, destination IP, source port, and destination port. Dropping 

these packets is the directive for this flow entry. The attacker 

IP address and source port would be 192.168.100.101 and 40, 

the target IP address and port would be 10.0.0.64 and 80, and 

the source IP address and port values would be 

192.168.100.101 and 40, respectively, in the flow rule. Figure 

9 shows how this affected the attacker's traffic flow. As seen, 

the bandwidth used by H2 traffic is essentially nonexistent 

prior to the attack, but increases significantly as soon as the 

attack commences. After the attack is neutralized, the switch 

discards all packets associated with the malicious flow, 

resulting in nearly negligible bandwidth. 

 

 

Figure 9. Throughput during attack 

VI. RESULTS AND ANALYSIS 

The findings of an analysis of security issues and how to 

resolve them for 5G components are shown in Tables No. 2 

and 3 [21]. DoS and DDoS assaults are the most dangerous to 

counter because they disrupt the target by continuously 

attempting to connect for a long time, which can lead to a 

crash or rapid operation. For instance, several techniques are 

created in SDN to quickly identify and counteract DDoS 

attacks and to improve network security [18]. 

Defense strategy and statistical analysis are the 

foundations of the first approach. This protection needs to 

collect and examine samples of network data in order to 

identify malicious activity. Various metrics, including entropy 

[19, 20], standard deviation, adaptive correlation analysis, and 

sample chi-square statistic computation, are employed in the 

development of statistical algorithms to classify a flow as 

either legitimate or an assault. The defined policy of the 

switch, which indicates which flows are dangerous and which 

can be routed, serves as the foundation for defense. To launch 

a malicious DDoS assault, the second method is an excellent 

way to assess and classify distinct flows using machine 

learning algorithms. The third approach deploys services that 

enhance network element capabilities through the use of NFV, 

making it possible to identify and reduction of DDOS attacks. 

VII. CONCLUSION AND  FUTURE WORK  

We need to understand 5G networks architecture and 

hierarchical structure. The 5G network aims to achieve several 

goals, including ultra-high bandwidth, ultra-reliability, ultra-

low latency and ultra-massive device access. Several cutting-

edge technologies are also authorised to offer an extensive 

array of services and applications. In order to solve problems 

with affordability, flexibility, and massive connectivity, 5G 

will make use of SDN, NFV, MEC and NS. These 

technologies offer a lot of benefits, but there are also a lot of 

security threats. Thus, in this research, we have concentrated 
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on the critical security flaws that could become more harmful 

in 5G if they are not adequately addressed. We have talked 

about fixes for those problems as well as recommended 

security precautions. Because 5G is still being implemented 

both separately and in combination, it is not yet possible to 

completely describe the safety threat vectors. Future security 

difficulties can be avoided, though, if these considerations are 

made from the start of design until deployment. To increase 

network security, several SDN technologies are also taken into 

account for DDoS attack detection and mitigation. When an 

entropy value is below a threshold, an entropy detection 

algorithm will identify it, block attack packets, and retain only 

safe packets. 

The capabilities of DDoS detection and mitigation in SDN can 

be greatly improved by future research and development by 

concentrating on improved entropy calculation techniques, 

artificial intelligence (AI) and machine learning (ML) 

integration, real-time DDoS detection and response, advanced 

mitigation techniques and Network Slicing. This will 

guarantee the security and reliability of next-generation 

networks. 
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