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Abstract: The Electrical Vehicle Infrastructure consists of two-way communication, one from 

the grid side and the other is from the vehicle side. For two-way communication, it involves 

different intelligent sensors and electronic telemetry equipment for gathering and processing 

data. The presence of a large number of electronic equipment connected with the cyber layer 

for data transfer and monitoring makes the EVI a vulnerable system against cyber intrusion. 

This paper highlights the most common vulnerable points present in EVI and possible solutions 

to prevent intrusion. The main focus is on data security and customer information safety which 

can be used by intruders for some amiss planning. Using Gaussian Data Envelope Security the 

data confidentiality is increased and for reducing the data losses Fuzzy Logic Internet Protocol 

Protection (FLIPP) can play a vital role. Both methods are explained in detail for EVI security 

and safety. 

Keywords: Electrical Vehicle Infrastructure (EVI), Gaussian Data Envelope Security (GDES), 

Cyber Intrusion, Fuzzy Logic Internet Protocol Protection (FLIPP) 

 

I. INTRODUCTION 

In the modern 21st century the demand for the electrical vehicle is increasing day by day to 

decrease the dependency on conventional fuel [1]. Also, the penetration of solar and wind 

energy converters need more electric storage devices which can easily available anytime during 

the excess generation for sudden storage purpose. For proper utilization of electric vehicles as 

sudden storage devices need a smart EVI throughout the grid [2, 3]. A smart EVI consists of a 

two-way communication network, smart and intelligent sensors, monitoring and control 

stations, interacting charging stations, global positioning network, wired/wireless connectivity 

to energy trading cloud for real-time pricing information, and many more [4].   

Due to the presence of large sensors, communication devices in EVI and in the electrical 

vehicle increases the system vulnerability [5]. Engineers and researchers have shown 

significant interest in exploring the different aspects regarding the cyber-physical interaction 
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in terms of cyber safety [6, 7]. Most of the companies are working on a vehicle-to-grid concept 

to handle imbalance during peak load demand and peak energy generation. After integration of 

grid and vehicle, the second important aspect is the security of data communication during 

vehicle-to-grid interaction [8]. During cyber intrusion the attackers can target attack from the 

grid side or from the vehicle side which may lead to the following three attack scenario: 

● False data intrusion 

● Intrusion to gain access of vehicle monitoring and control system 

● Intrusion to gain access in grid side systems 

Much research literature addresses the problem specifying cybersecurity of smart grid but very 

few highlight security concern related to electric vehicle and grid integration [9-11]. The EV 

customers need a more fast and reliable security system to save their time, critical information, 

and personal safety [12]. So basically the interaction of electric vehicle and grid needs an 

Internet of Things platform which easily gets affected by Mirai malware [13]. The malware 

hits the IoT systems and uses to form a bot network which is used for Distributed Denial-of-

Service attacks. Charging an electrical needs a secure payment getaway to enhance customer 

privacy and security. Last decade data shows that the many successful attacks were carried out 

on the payment gateway making customers bears the financial loss. So the EVI must have a 

private secure payment gateway with enhanced features like a one-time vehicle password or 

owner's driving license number to complete the financial transactions. 

Although many new research work is going on to enhance the security and privacy of critical 

infrastructure but still more required for EVI. This paper contributes to EVI in two folds: 

● Identifying the weak points in EVI 

● GDES and fuzzy logic based approach for enhancing security of EVI 

 

II. POSSIBLE INTRUSION IN CYBER-PHYSICAL EVI 

The most common component, equipment, and sensors used for an electric vehicle are shown 

in figure 1 . The main electronic sensors installed in the almost all-electric vehicle are as 

follows: 

● AC/DC Converter sensors: This is used to monitor the charging status of the vehicle 

from charging stations. This is the first sensor that comes into contact with the grid 

during the charging and discharging cycle of batteries. 

● Transmission sensors: The transmission sensor monitors the transfer of mechanical 

power from the electrical motor to the driving axel connected to the wheel. 

●  Electric motor sensor: It is used for condition monitoring of electric motor against 

different faults which may affect the vehicle performance.  

● Engine monitoring sensors: This kind of sensor is found in the hybrid electric vehicle 

where apart from electric motor transmission conventional transmission is also used. 

● Temperature sensors: It’s the most important sensor used to monitor the battery 

temperature and to provide real-time information regarding the cooling of drives 

attached to the traction battery pack. 

● Data Storage: To store daily details in terms of usage and maintenance. Basically, it 

stores each and every detail of the vehicle during operations. 
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● Wireless Communication: To interact internally, with charging stations, and with the 

grid energy market, all-electric vehicles need wireless communication. Wireless 

communication provides flexibility and can be operated even during traveling. 

● Global Positioning System (GPS): GPS is commonly used in all vehicles to locate the 

exact location of the vehicle during some emergency services also to locate the new 

track by the new driver. For an electric vehicle, it’s very important to locate the next 

charging station during long drive routes. 

● Battery monitoring sensors: The major part of an electric vehicle is a large traction 

battery pack for long hours’ drive output. So proper monitoring is required for more 

efficient and economical output.  

The most critical sensors which are given first priority to save from external and internal 

intrusion are shown in red colour in figure 1. The blue colour box indicates the list of sensors 

that comes second on the priority list and the rest are at the third number of the priority list.  .   
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Figure 1. Main electric vehicle components 

Similarly, the charging station consists of many sensors to interact with the vehicle and grid 

for economically feasible prices as shown in figure 2. The most critical points related to 

charging stations are communication link, grid interaction, customer data, and user interface.   
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Figure 2. Charging station  

So from the above discussions, three intrusion category is identified which can affect the 

operation of EVI are discussed below. 

A. Intrusion from grid side 

 

● Using grid interaction stations: This is the first weak point in EVI where the 

cyber intruders may try to get access to the EVI or electric vehicle from the grid 

side. Intrusion like stealth attack, false data injection, and many more can be 

used by the attackers to gain access of the charging station. 
 

● Using communication network: The easiest way to penetrate any cyber network 

is to use a communication link. All possible attacks can be performed if the 

communication network is compromised. 
 

● Using user interface like Supervisory Control And Data Acquisition (SCADA): 

This is the most common link used by attackers in both grid-side intrusion and 

vehicle side intrusion.  .   
 

● Using fake operator profile: Making a duplicate platform similar to the grid 

operators so that the credentials of charging station operators can be obtained. 

Using those credentials the intrusion will become easier for the intruder.  
 

 

B. Intrusion from vehicle side 

 

● Physical ports available in electric vehicle: Nowadays every modern vehicle is 

equipped with Universal Serial BUS (USB) Port for data transfer in an electric 

vehicle. Usually, it is used to obtain regular data regarding battery status, traffic 

status, efficiency, and other important parameters. Using USB the intruders can 

target both the customer and the power grid. The USB attack is categorized into 

four different attacks which are software on the USB device, electrical attack, 

Reprogrammable Microcontroller USB Attacks, and reprogrammed USB 

peripherals. In all the four attack conditions the intruders get access to the main 
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control of the electrical vehicle and can find a possible path to enter the grid 

server using the charging station user interface unit. 
 

● Through wireless communication: To interact with another electric vehicle, 

monitoring station, and emergency services every electric vehicle needs 

wireless communication. The most common attack in this category is the Denial 

of Service (DoS) attack. Using DoS the cyber attackers gain unauthorized 

access results in unreliable operation of the system. After DoS spoofing is the 

second most common attack used by intruders to gain unauthorized access to 

the system through phishing mail and message.  
 

● Through user interface at charging station:  For charging vehicles most of the 

time the customer will choose a charging station. The attackers may use the 

human-machine interface to get access and control of the vehicle and can use it 

to propagate the attack to the grid during the next charging/discharging session. 
 

C. Intrusion against autonomous driving  

 

● Through traffic controller station: To create mass destruction, the intruders can 

gain access to the traffic control station and then by getting access to traffic 

control of different areas which may lead to an accident. 
 

● Hacking radio stations: For creating traffic jams and havoc in the city by 

providing wrong information through the hacked radio station. It may affect 

critical services like paramedical, firefighting, and police. 

 

III. FEASIBLE SOLUTION AGAINST CYBER INTRUSION IN EVI 

This section highlights two novel possible ways to secure the EVI from intruders. EVI provides 

various benefits to the grid, electric vehicle, and other companies involved in the booting 

electric vehicle concept. With the help of EVI grid operators can easily balance the power need 

during renewable energy variation using an electric vehicle as an energy storage device. Apart 

from charging optimization for electric vehicles, cybersecurity and customer protection is 

important issues. Two feasible protection schemes for the EVI against cyber intrusion are 

Gaussian Data Envelope Security (GDES) and Fuzzy Logic Internet Protocol Protection 

(FLIPP). 

A.  Gaussian Data Envelope Security (GDES) 

 

EVI interacts with large data sets which need easy, fast, and secure availability during 

the operation periods.  Figure 3 shows the GDES concept. The main data is protected 

by providing an envelope key and then mixing it with the Gaussian noise so that the 

data privacy is maintained [14]. The secure data is extracted from the mixed data using 

the end-user side key.   .    
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Figure 3. GDES 

 The Gaussian Mixture Model for GDES is expressed as: 
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For the key envelope, any two processes can be followed as shown in figure 4. In A the 

key is mixed with data and a serial value is created, in B any arithmetic operation can 

be used.  
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safety.  
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B. Fuzzy Logic Internet Protocol Protection (FLIPP) 

This method is capable of protecting EVI against any intrusion and eliminating threats 

by blocking their internet protocol and altering the IP of other non-malicious systems 

[16-18]. In this method, each of the intelligent system connected with the internet is 

modelled like the graph at different level as shown in figure 5, where CS indicate n-

number of charging station, M number of electric vehicle and Z number of the 

monitoring area. Level 1 consists of a monitoring area which use to monitor each 

activity of electric vehicle and charging station. Level 2 includes all charging stations 

and level 3 consists of the electric vehicle of a particular monitoring area. As each of 

these systems is equipped with the internet so it can act as a node of graph interacting 

with each other. Also, each of these systems has its own particular IP address. During 

cyber intrusion in any of the levels/systems, the other level IP will get an update with 

new IP status and will update regarding bad IP which should not be considered for 

communication. 
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Figure 5. FLIPP approach 

So the EVI can get its priority using FLIPP for each level against cyber intrusion. The 

priority using FLIPP is discussed in table 1. Using the priority parameters described in 

table 1, the fuzzy rules can be formed as highlighted in table 2. It can be extend and 

update according to the requirement. 

Table 1. FLIPP priority parameter 

Parameters To generate fuzzy rule 3 variation are chosen 

Level 1 Low Medium High 

  

Level 2 Low Medium High 

  

Level 3 Low Medium High 

  

Priority Low Medium High 

  

Arrow indicate large number of IP devices acting as node 
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Table 2. FLIPP Rules 

 Sr. 

No 

IF AND AND THEN 

 Level 1 Level 2 Level 3 Priority 

1 Low Low Low Low 

2 Medium Medium Medium Medium 

3 High High High High 

4 Low Medium  Medium  Low 

5 Medium  High High High 

6 High Low Low Medium 

7 Low High High Medium 

8 Medium  Low Low Low 

9 High Medium  Medium  High 

 

IV. CONCLUSION 

This paper unveils a novel GDES and FLIPP concept EVI grid data can be secure up to 

maximum limits making the system reliable and safe during the cyber intrusion. The attackers 

use weak points of EVI discussed in section II to design an attack to get access for maximum 

destruction in terms of physical or economic. Although there are many intrusion detection 

techniques available, the GDES and FLIPP can prove to be the best ones due to many 

advantages like flexible interaction nature, fast updates, and ease of implementation on a big 

platform like EVI. The goal of this paper is not only to identify the weak point but also to 

provide a futuristic solution that can be used by the researchers and companies involved in EVI 

to defend the privacy of customers and secure the EVI platform against any new cyber threats. 

Therefore, proper algorithms using the concept of GDES and FLIPP should be developed by 

the engineers and researchers’ group. 
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