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ABSTRACT: Searchable encryption has received a significant attention from the research 

community with various constructions being proposed, each achieving asymptotically optimal 

complexity for specific metrics (e.g., search, update). Despite their elegance, the recent attacks 

and deployment efforts have shown that the optimal asymptotic complexity might not always 

imply practical performance, especially if the application demands a high privacy. In this article, 

I introduced a novel Dynamic Searchable Symmetric Encryption (DSSE) framework called 

Incidence Matrix (IM)-DSSE, which achieves a high level of privacy, efficient search/update, and 

low client storage with actual deployments on real cloud settings. I harness an incidence matrix 

along with two hash tables to create an encrypted index, on which both search and update 

operations can be performed effectively with minimal information leakage. This simple set of 

data structures surprisingly offers a high level of DSSE security while achieving practical 

performance. Specifically, IM-DSSE achieves forward-privacy, backward-privacy and size-

obliviousness simultaneously. I also create several DSSE variants, each offering different trade-

offs that are suitable for different cloud applications and infrastructures. I fully implemented our 

framework and evaluated its performance on a real cloud system (Amazon EC2). I have released 

IM-DSSE as an open-source library for wide development and adaptation. 

 

Index Terms: Privacy-enhancing technologies, Private cloud services, Dynamic searchable 

symmetric encryption. 

 

I.INTRODUCTION 

The expansion of cloud computing and 

storage services is going to be very 

beneficial for society and the IT industry 

alike. To help clients with limited resources, 

such as individuals or small/medium 

enterprises, Storage-as-a-Service (SaaS) may 

significantly reduce the cost of data 

management by providing ongoing support, 

expertise, and maintenance.  
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This makes it a vital cloud service. While 

there are benefits to using SaaS, there are 

also major concerns around customer 

privacy and security. In other words, once a 

client uploads their data to the cloud, there's 

a greater chance that an adversary may use 

malware or other malicious software to 

access and exploit sensitive information, 

including emails. While standard encryption 

algorithms like Advanced Encryption 

Standard (AES) do a good job of keeping 

data private, they also make it impossible for 

clients to retrieve their encrypted data stored 

in the cloud. Cloud computing's benefits and 

utility can be drastically diminished as a 

result of the trade-off between data usage 

and privacy. As a result, I need to find a way 

to fix this problem and make better use of 

the cloud service without sacrificing privacy. 

 

 In order to facilitate keyword searches, 

clients have the option to encrypt data using 

Searchable Symmetric Encryption (SSE) [1]. 

It is possible to conduct these encrypted 

searches using "search tokens" [2] that link 

keywords to encrypted files in an encrypted 

index. SSE is often used to provide privacy-

preserving keyword searches on cloud 

services (such as Amazon S3). Without 

revealing the contents of the files or queries. 

 

a data owner might outsource the search for 

keywords on encrypted files [3]. Due to their 

inability to update and provide search-only 

capabilities on static data, early SSE systems 

(e.g., [1], [4]) have very limited use. Since 

then, many Dynamic SSE (DSSE) 

approaches have been proposed, including 

[3], [5], which enable the user to add or 

delete files once the system is set up. I am 

unaware of any DSSE scheme that 

outperforms the others in the aforementioned 

areas: storage efficiency, functionality, 

privacy (e.g., information leakage), and 

performance (e.g., search, update delay). Our 

study aims to address some of the flaws in 

the current state of DSSE research. 

II.LITERATURE SURVEY 

R. Curtmola, J. Garay, S. Kamara, and R. 

Ostrovsky introduced Searchable Symmetric 

Encryption (SSE), which allows users to 

orutsource their data storage while 

maintaining the ability to search through the 

data securely. They reviewed existing 

security definitions, identified their 

shortcomings, and proposed two stronger, 

equivalent definitions. Their new 

constructions not only meet these stronger 

security standards but also demonstrate 

greater efficiency than previous methods. 

Furthermore, they extended SSE to a multi-

user setting, enabling parties other than the 

data owner to submit search queries, and 

provided an efficient construction for this 

scenario. 

Emil Stefanov and Charalampos 

Papamanthou tackled Dynamic Searchable 

Symmetric Encryption (DSSE), which 

supports searchable and updatable encrypted 

document collections. Prior DSSE schemes 

either leaked significant information or were 

inefficient. They proposed the first DSSE 

scheme that balances minimal information 

leakage with efficiency, supporting both 

updates and searches in sublinear time and 

maintaining a linear-sized data structure. 

Their implementation confirmed the 

practical efficiency of their approach. 

 

 

N. Cao, C. Wang, M. Li, K. Ren, and W. 

Lou focused on the challenges of enabling 
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privacy-preserving multi-keyword ranked 

search over encrypted cloud data (MRSE). 

They addressed the need for multi-keyword 

searches and relevance-ranked results. They 

used "coordinate matching" and "inner 

product similarity" to measure and evaluate 

document relevance. They proposed a basic 

MRSE scheme and two improved versions to 

meet strict privacy requirements under 

different threat models, extending the 

schemes to support more search semantics. 

Their experiments demonstrated low 

computational and communication overhead. 

 

W. Sun, B. Wang, N. Cao, M. Li, W. Lou, 

Y. T. Hou, and H. Li presented a verifiable 

privacy-preserving multi-keyword text 

search (MTS) scheme with similarity-based 

ranking. To support efficient multi-keyword 

search and result ranking, they used term 

frequency, the vector space model, and 

cosine similarity. They improved search 

efficiency with a tree-based index structure 

and multi-dimensional algorithms, ensuring 

better performance than linear search. They 

also enhanced search privacy with secure 

index schemes suitable for strong threat 

models, and included authenticity checks for 

returned search results. Their extensive 

experiments validated the effectiveness and 

efficiency of their schemes. 

 

F. Hahn and F. Kerschbaum addressed issues 

in dynamic searchable encryption, which 

should be efficient, dynamic, and highly 

secure. Previous schemes had drawbacks 

like reduced security under updates, client 

storage requirements, or large index sizes. 

They proposed the first scheme with optimal 

search time, minimal index size, and no need 

for client storage (except for the key), 

leaking no more information than the access 

pattern. Their system implementation proved 

highly efficient for cloud storage 

applications. 

III.PROBLEM STATEMENT 

The existing DSSE systems, while 

innovative, face several limitations that 

hinder their practical deployment and 

effectiveness. Firstly, no single DSSE 

scheme currently excels in all crucial 

metrics, including privacy (e.g., information 

leakage), performance (e.g., search and 

update delay), storage efficiency, and 

functionality. Additionally, many existing 

systems focus predominantly on theoretical 

asymptotic analyses, with some offering 

only prototype implementations. This 

theoretical emphasis restricts the 

understanding of their practical performance 

and usability. Furthermore, the lack of 

extensive experimental performance 

evaluations on real platforms makes it 

challenging to assess the real-world 

application of proposed DSSE schemes, 

often overlooking critical issues such as 

security vulnerabilities, hidden computation 

costs, multi-round communication delays, 

and storage blowup. Moreover, most 

efficient DSSE schemes are vulnerable to 

file-injection attacks, which can be easily 

executed by a semi-honest adversary, 

particularly in personal email scenarios. 

Lastly, forward-secure DSSE schemes with 

optimal asymptotic complexity often suffer 

from high delays due to public-key 

operations or significant storage blow-up on 

both the client and server sides, casting 

doubt on their ability to meet the practical 

needs of real systems. Addressing these 
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issues is crucial for developing a DSSE 

framework that is both theoretically sound 

and practically viable, ensuring high 

security, efficient performance, and 

compatibility with existing cloud storage 

infrastructures. 

 

IV.METHODOLOGY 

In this project, we address the disparity 

between theoretical advancements and 

practical implementations in DSSE research 

by introducing IM-DSSE, a fully-

implemented Incidence Matrix-based DSSE 

framework. IM-DSSE is engineered to cater 

to the demands of real-world privacy-critical 

cloud systems, emphasizing high security 

against practical attacks and low end-to-end 

delay. Our framework features a 

meticulously designed incidence matrix-

based data structure, augmented with two 

hash tables, facilitating efficient and secure 

search and update operations. Notably, our 

implementation prioritizes parallel 

processing, enhancing the performance of 

these operations. We offer a range of DSSE 

schemes within the IM-DSSE framework, 

including a preliminary scheme and 

extended versions tailored to diverse 

application requirements and cloud data 

storage infrastructures. The advantages of 

our proposed system are manifold: it boasts 

enhanced security against File-Injection 

Attacks, updates with improved features, and 

full parallelizability. To validate its efficacy, 

we conduct detailed experimental 

evaluations on real cloud platforms like 

Amazon EC2, assessing metrics such as 

search and update latency, storage 

efficiency, and resistance to attacks. 

Furthermore, we make our framework 

available as open-source, promoting 

transparency and enabling further research 

and development in the DSSE domain. 

Through these efforts, we aim to offer a 

DSSE framework that seamlessly integrates 

theoretical rigor with practical applicability, 

ensuring robust security, efficient 

performance, and compatibility with 

contemporary cloud storage architectures. 

 

V.SYSTEM ARCHITECTURE 

Considering the recent incidents of data 

breaches (e.g., Ashley Madison, Apple 

iCloud, and Equifax), it is imperative to 

ensure data secrecy in the cloud. A number 

of DSSE systems have been developed; 

however, as noted in §1, they are not suitable 

for implementation on current cloud storage 

architectures due to their vulnerability to 

real-world attacks. Moreover, the majority of 

earlier methods are incompatible with 

storage-only cloud services like Dropbox 

and Google Drive, and deployment may be 

costly when using specialized computing 

resources. In this research, I provided a 

unique DSSE architecture that can achieve 

high security while being compatible with 

current cloud infrastructure. Among the 

many potential applications of our 

architecture is the provision of private email 

and file storage services. With these 

services, customers may transmit, receive, 

read, and modify private data on the cloud, 

including emails, pictures, and financial 

transactions, all without the provider's 

knowledge. Figure 1 depicts our IM-DSSE 

architecture from a high-level viewpoint for 

data storage applications. 

Journal of Systems Engineering and Electronics  (ISSN NO: 1671-1793) Volume 34 ISSUE 7 2024

Page No: 81



 

Fig. 1: IM-DSSE framework for file-storage 

services. 

VI. MODULE DESCRIPTION 

1.Data User 

The user is one of the module, here the user 

should register with the application and 

should authorized by the cloud then only the 

user can able to search for the file, if you 

find the file then you should get the 

decryption key to view the file. 

To get the decryption key, the user should 

request for that key to the cloud. after getting 

the decrypt key from the cloud the user can 

view the decrypted file and if the user wants 

to download the file here also the user 

should get the file token from the owner, 

after verifying file token the user can able to 

download the file. 

2.Data Owner 

Here the data owner is the module, the data 

owner should register with our application 

and the owner can perform the following 

action such as upload the file into the clouds, 

view uploaded files and the owner can able 

to check his transaction and the owner give 

the token to the user. 

3.Cloud 

The cloud is module who manage everything 

about the project like authorizing the users 

and authoring the owner, view decrypt key 

request, view uploaded files, view secure 

data details, view file attackers and view 

transactions. 

VII. RESULTS 

Index Page 

 

Data Owner Login 

 

Data User Login Page 
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Data User Registration 

 

Cloud Login Page 

 

Cloud Home Page 

 

 

 

 

Data Owner Home Page 

 

Upload File Page 

 

View File Page 

 

View Transaction Page 
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VIII.CONCLUSION 

This is introduced IM-DSSE, a novel DSSE 

framework, in this paper. It provides low 

search latency, efficient updates, and 

excellent privacy all at once. To enable fast 

and safe search and update operations in our 

constructs by combining two hash tables 

with a simple yet efficient incidence matrix 

data structure. To accommodate cloud 

infrastructure and individual use in a wide 

range of contexts and applications, the IM-

DSSE framework offers a number of DSSE 

architectures. When compared to competing 

frameworks, all of the schemes that make up 

the IM-DSSE architecture provide the 

highest levels of privacy and security. This is 

demonstrated our framework's great 

usability, especially when used on mobile 

devices with large datasets, through 

extensive experimental investigation on 

actual Amazon EC2 cloud systems. A fully 

functional version of our system is now 

available for everyone to use and study. 

 

IX.FUTURE ENHANCEMENT 

Future research can optimize IM-DSSE for 

specific data types and queries, integrate 

machine learning for enhanced search 

efficiency, and improve security against 

advanced attacks. Expanding support for 

complex queries and integrating with other 

privacy-preserving technologies can further 

broaden its applicability and utility in 

diverse cloud computing scenarios. 
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